Snapshot

Why this spanshot, transport of the standard WireShark file isn’t possible the size are to large.
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WireShark log file:
In line 5758, the EasyUAClient has sent DeIeteSubscriptionRequest why this request?

Mo Time _ Sauree. Protocol Length Infa_ .
5739 2016-02-04 12:48:45. 719016000 172.17. 61,41 opcua 210 UA Secure Conversation Nessaga: WeiTeRQUEST
722298000 172.17.1.2 60 484045302 [ACK] SeqmdB7573 Ack=40528 Win=3M24 Len=0

opcua 118 Ua

HeiteRespanse

o 60 434049303 [ACK] 560=467118 Ack=39575

206-02-02 Tee 1534 [TCP seguent of a reassesbled POU)

2016-02-04 1. TP 1514 [TCP segnent of a reassembled POU]

2016-02-08 172.17.61.41 e 54 493034840 [ACK] Sequ38575 Acks470038 Winsg8536 Lensd
47 2016-02-04 1 172.17.1.. wx e 86 55240-5938 [PSH, ACK] seq-:s‘s‘l -\ck-uqsze Win=32651 Len=32

206-02 Ter 1514 [TCP seguent of a reassesbled

2016-02 o 1514 [TCP segment of a reassesbled mu

206-02 T 54 493034840 [ACK] Seqe39575 Acke472958 Win=6s536 Len=d

2016-02 Teareia T 1514 [TCP segnent of & reassentled POU]

2m6-02 172.17.6L.41 TP 1513 [TCP segnent of a reassesbled FOU)

2016-02 172,17, 6141 Opcla 1481 U4 Secure Conversation Message: ReadResponse

206-02 T 54 49303-4840 [ACK] 50q=39575 ACk-477305 Win-65536 Len-0

UA Secure Conversation Message: ResdResponse
sation Message: WriteRequest
n Message: riteResponse

2016-0;
2m6-02
2016-02

g 5
3 UA Secure Conversation Message: ReadRequest
60 484043303 [ACK] Seqmd77489 Ack=00447 Wi
1514 [TCP seguent of & reassenbled POU)
1514 [TCP segment of a reassembled POU]

54 43303-3140 [ACK] S4m40447 ACK=45419 Win-63536 Lan-0
1524 [TCP seguent of a reassenbled POL)
1514 [TCP sequent of a reassenbled POU)

54 49303-4840 [ACK] Sequd0sd’ AcksdB83339 Wine6s536 LensO

2016-02
206-02
2016-02
2016-02
2016-02
2m6-02
2016-02
206-02
2016-02
2m6-02
2016-02
206-02
2016-02

3580 Len=0

1451 UA Secure Conversation Message: ReadResponse
54 49303-4840 [ACK] Seqe40447 Ack-457686 Win=6s536 Len=0
210 UA Secure Conversation Message: WriteReauest
118 UA Secure Conversation Message: WriteRespanse
188 U4 Secure Conversation Message: PublishRespanse
190 UA Secure Conversation Message: publishResponse
54 49304-440 [ACK] Seqmd 3657 Ack=483170 5536 Len=0

.17.1.3
172.47.0.1 172.17. 6141
w2 2Tl
172.17.62.41 172.37.1.1

WireShark log file:
In line 213999, the EasyUAClient has sent DeleteSubscriptionRequest why this question? In the log
file, HMI.txt the exception is received (look at line 1229).

Me. Time Source Destination Prosscel Length Info
213973 2016-02-04 13:09:41. 634337000 172.17.61.41 25071 opcla 125 UA Secure Conversation Nessage: PublishRequest
213974 2016-02- £47310000 10.0.1.2 Tce 60 5800-49714 [ACK] Sequ244082 Acks32621 Wins13080 Lensd
213975 2016-02- 15569000 F250: :41b5 :7de:CA36: cedD DHCPVE 149 Solicit XID: 0x55635 CID: 000100011cf345300139516ef58
213876 2016-02- 452302000 Congatec 16:eF 158 ARP 42 Who has 172.17.61.417 Tell 0.0.0.0

213977 2016-02- 462313000 Congatec_16:ef:58 ARp 42 Who has 10.0.1,37
213978 2016-02- 462348000 : TonPve

213979 2016-02- 462367000 de:cB36: cedD IoHPve

213930 2015-02- 452396000 e cB36: cedD ToHPvE 110 Multicast Listener Repart Nessage vZ

213981 2016-02- 475857000 s use 70 Source port: 7978 Bestinstion part: 7979
213982 2016-02- 602753000 Congatec_16:ef:58 amp 42 Who has 172.17.1.27 Tl 172.17.61.41
213883 2016-02- . £04192000 Mscvertr_11:42:0a ARP €0 172.17.1.2 s at 00:30:dd:11:42:08

213984 2016-02- 604200000 172.17. 61, Opcla 147 UA Secure Conversation Nessage: ReadRequest
213985 2016-02- 605139000 1. opcua 120 U4 Secure Conversation Message: Readiesponse
213986 2016-02- £12230000 10.0.1.2 10.0.1.3 Vi 150 Server framebuffer update

213887 2016-02- 12348000 Congatec_L Broadcast ARP 42 Who has 10.0.1.27 Tell 10.0.1.3

713986 2016-02- 13111000 Siemens-_2 1 ARP 6010.0.1.2 §5 sk 28:63:36:27:95:88

213989 2015-02- 613116000 10.0.1.3 e 64 Client framebuffer update request

213990 2016-02- 65600000 10.0.1.2 e 106 Server framebuffer updat

213991 2016-02- 665636000 10.0.1.3 e 64 Client framebuffer update i

ARP 42 Who has 17217, a
ARP 60 172.17.1.3 s at 00:3

opeua 147 U8 Secure Conversation Messag

213832 2016-02- 69643 5000
213993 2016-02-04 13:09:44. 697693000
213994 2016-02-04 13:09:44. 697699000 172.17.61.41

i1

Readhequest

FRO2:11s LuR 86 Standard query Oxe0cS A isatap
17.61.41 224.0.0.252 Lo 66 Standard quary Oxe0cE A isatap
5 T

213997 2016-02-04 13:09;
213998 2016-02-04 13:09:44. 760138000 1
Jb200000 17

sage: Delets Sans|
e et 1 e et e e e

172.17.1.2 e e
Eromdcast - 42 3
7 e s 60 172.17.1.1 15 at 00:30:d6:11:42,
214005 2016-02-04 13:09:44. 505862000 172.17. 1. 41 172171 opcua 147 UA Secure Conversation Message: ReadRequest
[0 010208 1300 B0R0N00 eI LA Ll TP 54 TR e ACK Z1567R 4v7an0 TR0 ssezosce Aderrzwinme led ]
214008 2016-02-04 13:09:44, 820311000 10.0.1.2 =3 60 5500-49114 [ACK] Seq=204240 Ack=32641 Win=33060 Len=0
214009 2016-02-04 13:0:44, 867962000 FeBO: :41b5 :7de: cA6: cedD L 36 Standard query Oxe0cE
214010 2016-02-04 13:09144. 865008000 172.17. 61.41 L 66 Standard query OxeOcE A isatap
214013 2016-02-04 13:09:44, 945475000 10.0.1.2 VAC 174 Server framebuffer update
214014 2016-02-04 13:09:44, 45536000 10.0.1.3 e 64 Client framebuffer update request
214018 2016-02-04 13:09:44, 361513000 Fe0: 14105 :7de: cB36:codd 021116 ToHPvE 110 Multicast Listener Report Message vZ
214015 2016-02-04 13:09:43, D13444000 10.0,1.2 Vi 106 Server framebutfer update
214018 2016-02-04 13:09:45. C13851000

e €4 Client framebuffer update request

214020 2016-02-04 13:09:45. 042083000 ARP 60 Who has 172.17.1.47 Tell 172.17.1.1
214021 2016-02-04 13:09:45. 094043000 opeua 139 UA Secure Conversation Message: PublishResponse
714022 2016-02-04 13:09:45. 094362000 172.17.61.41 Opca 117 UA Secure Conwersation Message: PublishRequest
214023 2016-02-04 13:09:45. 123280000 10.0.1.2 i €0 530045314 [ACK] Seqei44412 Ack=32661 Win=33040 Len

Tee 60 4840-40300 [ACK] Seqe753E8 Ack=04120 Win=33560 Len=0

214024 2016-02-04 13:09:45. 137850000 172.17.1.2

WireShark log file:
In lien 387977, the EasyUAClient has sent DeleteSubscriptionRequest why this request? In the log
file, HMI.txt the exception is received (look at line 5730).



Time Source. Destmation Pratocal Length Infe

3 172.37.1.1 opcua 147 LA Secure Conversation Nessage: ReadRecuest
[ 35795 2016-02-04 15:3D.01.€38372000 L/earll 0 0 0 0 17207841 00 Opcln 320 [ICF Previous sepment pof captured) UA Secure Conversstion Message: Readiesponse 0000202002000 |
2R O et 2 S ] 1 20 A e e e |

367954 2016-02-04 13:30:01, 825279000 Congatec_L6:eF 158 droadcast kP 42 who has 172.17.1.37 Tell 172.17.61.41

387955 2016-02-04 13:30/01, 827593000 MscVertr _11:41:b7 Congstec 16:efis8 AP 60 172.17.1.3 15 at 00:30:d6:11:41:b7

357958 2016-02-04 13:30:01. 527610000 172.17. 6141 172.17.1.3 Opcua 147 L& Secure Conversation Message: ReadRegusst

10.0.1.3

2016-02-04 13130101, 829662000

2016-02-04 13:30:01. 829785000 ef 158 Broadeast ARp 3
2016-02-04 13:30:01.830467000 51 95188 Congatec_16:efisE  ARP 8
2016-02-04 13:30501. 830478000 e 64 Client framebuffer uodate reguest
2016-02-04 13:30:01. 878350000 e 152 Server framebuffer update

2016-02-04 15:30:01. 873023000 e 64 Client framehuffer update request

ARP 42 Who has 172.17.61.417 Tell 0.0.0.0

2016-02-04 13:30:01. 918835000 Congatec 16:ef:58

387866 2016-02-04 13:30:0L. 518543000 58 ARP 42 Who has 10.0.1.37 Tell 0.0.0.0
387967 2016-02-04 13:30:01. 915851000 pri s 75 Nesghbor Selicitation for fe80:i41b5:Tde:c836: cedd
387968 2016-02-04 13:30:0L. 518501000 casgcedo TCHPYE 70 Router Solicitation From 00:13:3

387969 2016-02-04 13:30:01. 915829000 8360 TeHPue 110 Multicast Listener Report Message v2

387972 2016-02-04 13:30:01, 997228000 172.17. 61,41 i3 54 493114540 [ACK] Sequi23Sl0 Ack=127040 W
387973 2016-02-04 13:30:01. 997837000 172.17.61.41 opcua 117 LA Secure Conversation Neszage: Publizhaequest
387974 2016-02-04 13:30:02. 031011000 e 60 5300-43314 [ACK] Seq=527545 Ack=T6061 Win=1M60 Len=0
387875 2016-02-04 13:30:02. 043639000 P 1 1 172.17.81

387476 2016

118 UA Secure Conversation Nessage: DeletesubscriptionsRespanse

172.17.61.41 e 60 4340-43311 [ACK] S0-127040 ACK=128973 W11=33360 Len=0
10.0.1.3 e 108 Server framchuffer update
10.0.1.2 [ 64 Client framebuffer update request
[_RTRT R0 08 1R AFING el IR R 3% LICP Retraneissionl UA secars cowaratien Ressaos: liskRemomss
387988 2016-02-04 13:30:02, 180769000 10.0,1.2 10.0.1.3 i 114 Server framebuffer update
357389 2016-02-04 13:30:02, 190830000 10.0.1.3 10.9.1.2 Ve &4 Client framebuffer update request
SIS S ot L 55 1B A - o oot e ek ket AP S ] AR R E R e bt R R e e ——
387991 2016-02-04 13:30:02. 279158000 172.17.1.3 172.17. 6141 UpcUa 139 LA Secure Conversation Nessage: PublishResponse
[ 35799 2016-02-04 15:30.00. 275077000 L/eareldl 0 0 1720713 0 0 Opln 000 M7 [ICF Previous sepment pof captured] UA Secure Conversstion Message: PublishAegwest 2000000200000 000000
202 L2 4 3 2 . e 3 e s e 2 e e |
387994 2016-02-04 13:30:02. 338175000 10.0.1.2 10.0.1.3 TP 50 5900-49314 [ACK] 56q=527659 Ack=76083 Win=33440 Len=0
[ 387995 2016-02-04 13:30:02, MS266000 2T LL U217 ELAL _ Opcla 356 [TCP Retransmission] UA Secure Conversmtion Nessepe: Redlessone ]
387936 2016-02-04 13:30:01. 149288000 172.17. 61. 41 TP 54 495074540 [ACK] SeqmiS0711 Ack=334404 Win=53536 Lem=d
387997 2016-02-04 15:30:02. 149938000 172.17. 6141 tpea 125 U4 Secure Comversation Message: Publishiequest
397996 2016-02-04 13:30:02, I3476000 172.17.1.1 opcua 194 UA Secure Conversation Nessage: PublishResponse
387895 2016-02-04 13:30:02. 354307000 172.17. 6141 opeua 125 U4 Secure Comversation Message: PublishRequest
358000 2016-02-04 13:30:02, 335631000 L7207 6L4L 72171l TP 34 [TCP Previous segment pot captired] 493044840 [ACK] Seo=s316187 Ack=66070Li6 Winstoze0Len=0 |
338001 2016-02-04 13:30:02. 373580000 172.17.3.2 Opclia 133 LA Secure Conversation Message: PublishAssponse

388002 2016-02-04 13:30:02. 373608000 172.17. 6141 Opcua 117 UA Secure Conversation Nessage: Publishlequest

2
353003 2016-02-08 23:30:02. 376000000 723702 LTRIZELAL T 60 LTCP VD ACK JE7RIGRLL M0z [ACK] seesimseRean aksadsii MR Lee




